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Introduction
The Substance Abuse and Mental Health Services Administration and American Nurses Association estimate that 10%
of health care workers experience substance abuse, given
the access to medications in health care institutions.1-3 One
report estimates that, in 2019, 148 million medication doses
were diverted by health care employees.4 This report likely
underestimates the extent of diversion, given the difficulty
to detect it.1,3,5 There are multiple opportunities for diversion within health care facilities: during drug procurement,
preparation, administration, and waste disposal.5 “We try as
much as possible to prevent diversion at all points and maintain a closed-loop accountability for medications,” said Paul
Stranges, PharmD, BCACP, AE-C, a clinical assistant professor
at the University of Illinois at Chicago College of Pharmacy.
“We’re reliant on documentation and secure storage to maintain chain of custody for medications, but diversion can occur
while drugs are in transit, in secure storage, or after dispensing
and can be difficult to detect.” The issue of diversion is widereaching, affecting patients, practitioners, and institutions.5
In an effort to mitigate drug diversion, initiatives such as tamper-evident packaging have been put forward to enhance
the chain of custody of medications. This article describes the
effects of diversion on the delivery of patient care and the
benefits of using tamper-evident products to mitigate them.

Diversion and Patient Safety
Diversion poses a significant threat to patient safety.2

“Diversion is first and foremost a patient safety issue,”
Dr Stranges said. “What you worry about with tampering of intravenous (IV) controlled substances (CSs) is
that it goes unnoticed for a long time, and it ultimately
leads to patient harm.” This can lead to numerous consequences for the patient and health care team. According to
Dr Stranges, medications that are diluted or replaced with
other solutions after diversion can result in inadequate pain
management or anesthesia for patients, which can lead to
significant harm.5 Also, there have been numerous reports
of infectious disease transmission through contamination.5
“[Drug diversion] also increases the chance of introducing
blood-borne pathogens or waterborne pathogens [into what]
we would assume to be a sterile product,” Dr Stranges said.
“Unfortunately, you hear about situations where there are outbreaks of hepatitis C or bacterial infections from contaminated
drugs after something has been tampered with.”
In addition to substandard care resulting from impaired
health care personnel, drug diversion poses a significant
risk for practitioners trying to treat their patients and the
facilities in which the care is taking place.5 “Drug diversion
impacts practitioners who may be unknowingly using drugs
that have been tampered with and place the Drug Enforcement Administration holder at regulatory risk,” Dr Stranges
said. Any incidences of diversion at a health care facility may
lead to detrimental disruptions in the delivery of patient care
from audit, resulting in substantial fines and penalties as well
as reputational harm.2

Tamper-Evident Packaging and Diversion
Diversion prevention requires effective safeguards to
ensure the integrity of safe medication practices. The 2013
Drug Supply Chain Security Act (DSCSA) addressed concerns
regarding diversion and contamination to the drug supply
chain by outlining measures to implement an electronic
database by 2023, to track and trace medications and identify those that are counterfeit or diverted.6,7 Among the initiatives that have been implemented to enforce compliance
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with the act is the use of tamper-evident packaging.
Tamper-evident packaging uses barriers or indicators that
show evidence of a product being breached.8 “Tamperevident packaging prevents somebody from accessing
medications when they otherwise could have easy access,”
Dr Stranges said. “It is a simple way to deter somebody from
trying to divert those medications. With tamper-evident
packaging, we can have confidence it’s not tampered with
or adulterated.”
Different tamper-evident packaging and technology are
used at health care facilities to safeguard medications, including tape enclosures, shrink wrap, and tamper-evident caps
for compounded medications.9 Tamper-evident caps for IV
syringes, CADD® cassettes, and IV bags have proven to be beneficial in maintaining aseptic technique and reducing touch
contamination, given their ease of use (Figure).10 For medications prepared in oral or enteral syringes, tamper-evident caps
can prevent leakage and ensure that patients receive the full,
intended dose.10
Tamper-evident packaging increases overall accountability in the chain of custody of the medications. The
American Society of Health-System Pharmacists (ASHP)
guideline on preventing diversion of CSs recommends
tamper-evident packaging to ensure integrity and security
of medications.2 “There had been times in which we’ve initiated investigations based off of tamper-evident products
being found broken,” Dr Stranges said.
Also, USP General Chapter <797> recommends the use
of tamper-evident packaging to maintain the quality of
compounded sterile products.11 “All packaging should be
somewhat tamper-evident,” Dr Stranges said. “Outside of
diversion, it provides reassurance the product contains
what is labeled and is sterile.” On a wider scope, the FDA
outlines various requirements for tamper-evident packaging for certain medications prone to contamination, such
as over-the-counter and 503B compounded products.8,12
Although difficult to quantify the true impact of tamperevident packaging, Dr Stranges acknowledges the importance of using tamper-evident packaging as an effective
safeguard. “Use of tamper-evident packaging gives pharmacies, health care work personnel, and patients more
confidence,” he said. From the pharmacy’s perspective,
“It helps us confirm what we are receiving in our pharmacy
from our suppliers and what we are dispensing is what is
labeled and is has not been contaminated before use.”
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Figure. Prep-Lock™ Tamper Evident Products by IMI.

RFID Technology in Drug Security
The FDA has recommended tamper-evident packaging
as part of a multilayered system for preventing diversion
and introduction of counterfeit drugs into the drug supply chain.13 In addition, the FDA indicated that radiofrequency identification (RFID) technology may be a reliable
method for reducing diversion and counterfeit products
in the drug supply chain.13,14 In health care institutions,
RFID is being used to track patients, medical equipment,
and medications.15,16 Successful use of RFID for medication tracking has been reported in high-risk settings, such
as intensive care units, and for IV medications.16 “We’re
using RFID tags to automate some of our inventory management and get better insight into inventory movement,”
Dr Stranges said. “It really helps our efficiency.”
A pilot program organized by the FDA is examining the
use of RFID technology to develop a track-and-trace system
that will comply with the DSCSA.17,18

Impact on Patient Safety
Using RFID technology to trace medications can provide
granular information, such as the medication drug, dose,
route, and time.16,19 Known as the 5 rights of medication
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administration—patient, drug, dose, route, and time—
these identifiers help to reduce errors and improve patient
safety.19 “You can get very detailed with RFID as far as the
medication, who is in possession of it, or who is in close
proximity to it, and ultimately if it’s making it to the right
patient and is the right drug, dose, route, time,” Dr Stranges
said. The auto-identification capabilities of RFID can link
medications to interaction alerts or relevant institutional
protocols, which ultimately reduce adverse events.16 The
Centers for Medicare & Medicaid Services also requires
medication tracking to improve patient safety.20 The tracking capabilities of RFID can be used to ensure appropriate
storage of high-risk medications and quickly identify certain lots of recalled medications, as well as patients affected
by recalled lots. Tracking medications during drug delivery,
either by hand or in pneumatic tubes, can reduce missing
medications that may result in therapy delays.21
Unlike barcode medical administration, which requires
conscious thought when manually scanning an individual
code, RFID is able to scan multiples codes at once in real
time.15,16 “RFID takes all of the benefits of barcodes without
having the limitations of needing to use barcode scanners,
which have a limited area to scan medications,” Dr Stranges
said. “You can use RFID to potentially scan or track movement of medications more efficiently over a larger area, and
automatically.”

Diversion Mitigation
The use of RFID to track medications provides an effective approach to mitigate drug diversion.18 In fact, the ASHP
guideline for preventing drug diversion recommends the
use of technology and automation, such as RFID, to track
medication chain of custody.2 “We have a very hands-on
process for reconciling CSs. RFID is a potential way to automate some of that manual process,” Dr Stranges said. “RFID
for movement of CSs is a really great area to move into.”

Integration of RFID Into Tamper-Evident
Packaging
Steps are being taken to incorporate RFID technology in identifying and mitigating drug diversion. One
way that this is being done is through the development
of RFID-enabled tamper-evident products to secure and
track sterile compounded medications.22 Products, such
as tamper-evident RFID caps, can provide interoperability

between the track-and-trace requirements of the drug
supply chain and hospital chain of custody.22 As part of the
growing movement to expand the use of RFID in providing safe drug delivery, DoseID, an industry consortium of
companies, including IMI (International Medical Industries,
Inc.), was formed to establish standards for the incorporation of RFID-enabled tamper-evident products in managing the drug supply chain more effectively.22,23

Conclusion
Although the extent of drug diversion in health care is
underestimated, it continues to pose a significant risk on
patients, practitioners, and facilities. The use of tamperevident packaging can provide an effective approach in
identifying and mitigating diversion.6-8 Furthermore, the
integration of RFID technology with tamper-evident packaging can improve patient safety, while optimizing the supply chain of custody. “If there were RFID-embedded safety
caps, it would turn a 2-step process into 1,” Dr Stranges said.
“We’re already adding a safety seal or cap to sterile products, and we may add an RFID tag to the package. If it’s
already incorporated, it would be more efficient, and I think
a good value.”
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Disclaimer: This is one physician’s experience, results, and recommendations, so results may vary. Please see the package insert for the complete list of indications, warnings,
precautions, and other important medical information.
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